C KaxkIbIM rofioM MOJIOJiesku B FIHTepHeTe CTaHOBUTHCS OOJIbINE, a IIKOJbHUKU
OJHU M3 CaMbIX aKTHBHBIX MMOJIb30BaTesiedl PyHera. Mexay TeM, IOMHMO OTPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, VHTEepHET HeceT MW IPOOJIEMBl. JTa IaMsITKa JOJIKHA
IIOMOYb TeOe 6e30I1acHO HaXOAUThCA B CETH.
KoMnbHOTEDHBIE BUPYCHI

Cetu Wi-Fi

CornuanbHbIe CeTU

IJIeKTPOHHBIE JEeHbIU

JJIeKTpOHHAd IIoYTa

KubepOyJUIMHT MIH BUPTVAJILHOE U3J1eBATEILCTBO

MoOWIbHBIN TesiedhoH

Online urpsr
QUINUHT WK KPaXka JIMYHBIX JAHHBIX
[Tudposas pemyrarus

ABTOpCKOE IIpaBo

O noprasne

KoMmnbloTepHble BUPYChI

KoMmmploTepHBIH  BUpyC - 5TO Pa3HOBHUAHOCTh KOMIIBIOTEDHBIX  IPOTPAMM,
OTJIMYUTEILHOU OCOOEHHOCTHIO KOTOPOM SBJISETCA CIIOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOTIOJIHEHUE K 3TOMY, BHUPYChl MOTYT HOBPEAUTH WM IOJHOCTBIO YHHUYTOXKUTH BCe
daiiiel m AaHHBIE, MOAKOHTPOJIBHBIE IIOJIB30BATENI0, OT HMEHH KOTOpPOTrO ObLia
3alyIeHa 3apak€HHas IPOrpaMMa, a TaKKe IOBPEAUTh WU JaXKe YHUUTOXKHUTH
OTIEPAIUOHHYIO CHCTEMY CO BceMHu (aiyiaMmu B 1eJIOM. B OOJIBIIMHCTBE CiIydaeB
pacrnpocTpaHAITCA BUPYChI Yepe3 UHTEPHET.

MeToapI 3aIIUTHI OT BPE€AOHOCHBIX ITPOTpaMM:

1. Vcnonp3yii coBpeMeHHbIe OllepalliOHHBbIE CUCTEMBI, UMEIOIINEe CePhE3HBIN YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IIPOTPaAMM;

2. TlocTossHHO ycTaHaBAWBal maut (I[UGPOBBIE 3aIJIATKU, KOTOPbIE aBTOMATHYECKHU
YCTAaHABJIUBAIOTCA C IIEJIBI0 JIOPAaOTKU IMPOTrpaMMbl) W JpYyrue OOHOBJIEHUSI CBOEH
omepanuoHHOU cucteMbl. CKaumBall UX TOJIPKO C OPUIIMAIBLHOTO calTa pa3zpaboTumka
OC. Ecu cyiiecTByeT peskKuM aBTOMATHYECKOTO OOHOBJIEHU S, BKJIIOYH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE I10] IpaBaMHU II0JIb30BaTesIsA, a He a/IMUHUCTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX IIPOrPaMM HHCTAJIMPOBATHCS HA TBOEM
IIepCOHAJIBHOM KOMIIBIOTEPE;

4. Vlcriosib3yli aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOIYKTHI U3BECTHBIX ITPOU3BOJIUTENIEM, C
aBTOMAaTHUYEeCKHUM OOHOBJIEHHEM 0a3s;

5. Orpannub GpU3UYECKUH I0CTYN K KOMIIBIOTEPY /1J1 HOCTOPOHHUX JIUIL;



6. Mcnosp3yli BHEIIHNE HOCUTENN WHGPOPMAIUH, TaKHe KaK (ielika, JUcK win Qaia
13 UHTEPHETA, TOJILKO U3 IMTPO(epPEeHHBIX UCTOUYHUKOB;

7. He OTKpBIBail KOMIBIOTEpHBIE (hAMIbI, MOJyUeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.
JTaxke Te aiiyipl, KOTOPbhIE IPUC/IAJI TBOM 3HAKOMBIH. JIydllle yTOUHU Y HETO, OTIIPABJISLI
JIU OH Tede ux.

Cetu WI-FI

Wi-Fi - 3To He BuJ mepenavu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpEHJl, MapKa.
Eme B 1991 roay HuzaepsaHJicKas KOMIIaHUA 3aperucrpupoBaia 6pens « WECA», uro
obo3Hauano cioBocouetaHue «Wireless Fidelity», KoTopblii mepeBOAUTCS Kak
«beCIIpoBOIHAS TOYHOCTH».

Jlo Hamero BpeMeHH JOILIa Jipyras abOpeBHaTypa, KOTOpasl SBJISETCA TAaKOU Ke
TexHoJsioruei. 9to abopeBuatypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JJAaHO ¢ HAMEKOM Ha
CTaH/ZIAPT BBICIIUHM 3BYKOBOW TexHWKU Hi-Fi, 4To B mepeBojie 0O3HAUaeT «BBICOKas
TOYHOCTbH».

Jla, GecriylaTHBIA WHTEPHET-ZIOCTYI B Kade, OTesIsIX U adPOIOPTAX SBJISETCA OTIMUHOU
BO3MOXKHOCTHIO BBIXOZIa B UWHTepHeT. HO MHOTHE BKCIEPThl CUUTAKT, YTO
obmeoctynabie Wi-Fi cetn He sIBAIOTCA 6€30MaCHBIMU.

CoBetbl 110 6e3011acCHOCTH paboTe B 0OIIEAOCTYIHBIX ceTax Wi-fi:

1. He mepenaBaii cBowo JMuHyr0 MHopMmanuio uepesd obmenoctymnable Wi-Fi ceTu.
Paboras B HUX, JKeJIaTeJIbHO HE BBOJIUTH [TAPOJIU OCTYIIA, JIOTUHBI U KAKUe-TO HOMEDPA;

2. Vcnonp3yi u OOHOBJISIM aHTUBUPYCHBIE TPOTpaMMBbl ¥ OpaHiMayep. TeM caMbIM ThI
obe3oracuinb cebsi OT 3aKauyKy BHPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonpzoBanuu Wi-Fi otwioun ¢yuknuio «O6muil gocryn k daiiam u
npuHTepam». JlanHasd QyHKOUA 3akpblTa IO YMOJIYAHUIO, OJHAKO HEKOTOphIe
MIOJIb30BATETN AKTUBUPYIOT €€ JJI y/100CTBA UCIIOIb30BaHUSA B paboTe miau yuebe;

4. He ucnonp3yii nybanunsii WI-FI g4 nepeziaum JIMUHBIX TaHHBIX, HAIpUMeED JJIS
BBIXO/Ia B COIJMAJIbHBIE CETU WUJIN B 3JIEKTPOHHYIO I10YTY;

5. monb3yil TosbKO 3amuineHHoe coennHeHue uepe3 HTTPS, a ue HTTP, T.e. mpu
Habope BebO-aapeca BBoAU NMeHHO «https://»;

6. B wmoOumipHOM TestedoHe OTKIOUM GyHKOHio «Ilogkimodyenne k  Wi-Fi
aBTOMaTHuyecku». He fmomyckail aBTOMaTH4ecKoro MOAK/IIOUEHUs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOero coryiacusi.

CouajibHbIE CETH

ComuasibHbIE CEeTH aKTHBHO BXOJAT B HAIIly KU3Hb, MHOTHE JIFOAU PaOOTAIOT U KUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUJTHAP/, YEJIOBEK, UTO SIBJISETCS
OZIHOH cenbMOI BCEX >KHUTejieH IIaHeThbl. MHOrHWe II0JIb30BaTeJH He MOHUMAIOT, 4TO
nHpopManus, pa3MellleHHass UMH B COIHAJIbHBIX CETAX, MOXKET OBITh HaWJleHA WU
HCII0JIb30BaHa KEM YIOTHO, B TOM YHCJIe He 00s3aTeIbHO ¢ 0JIariMu HaMepPEHUSMH.

OCHOBHBIE COBETHI I10 0€30IIaCHOCTH B COIIMAIbHBIX CETAX:



1. OrpaHuYb CHUCOK Jipy3edl. ¥ TeOs B APy3bsX He JODKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuman CBOIO YacTHYIO JKU3Hb. He ykasbIBall maposiu, TejedOHBI, ajgpeca, AaTy
TBOEr0 PpOXKJEHUS U APYIyI0 JIAYHYI0 WHQOpMANUo. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlake WHGOPMAIIUIO O TOM, KaK Thbl M TBOM POJUTENH IUIAHUPYETE
MIPOBECTH KAHUKYJIbI;

3. 3amuIiiai CBOI0 pPeIyTaIuio - IEPKU €€ B UUCTOTE U 33jjaBaii cebe BOIPOC: XOTeJT ObI
TBI, YTOOBI APYTHE MT0JIb30BaTEN BUEJIH, UTO ThI 3arpyKaenrs? [Togymai, mpex/ie uem
YTO-TO OITyOJITUKOBATh, HATIMICATh U 3aTPY3UTh;

4. Ecsin ThI TOBOPUIIB C JIIOJIbMU, KOTOPBIX He 3Haelllb, HE UCII0JIb3yH CBOE peayibHOe
UM U JPYTYIO JTUYHYI0 HHQOPMAINU: UM, MECTO KUTEIbCTBA, MECTO YUIeObI U IIpoUee;

5. 1306erait pasmenenus pororpaduii B IHTEpHETE, r7ie Thl N300pakeH Ha MECTHOCTH,
110 KOTOPOH MO3KHO OIPEJIEJTUTh TBOE MECTOIIOJIOKEHUE;

6. IIpu perucrpanuu B COIUAIBHOU ceTH HEOOXOAVMO UCIOJIb30BaTh CJI0KHbIE I1apOJIH,
cocrostye u3 OyKB U IUdp U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;

7. JI1s1 CONMAIBbHON CEeTH, MTOYTHI U IPYTUX CAUTOB HEOOXOAMMO HCIIOJIb30BATh Pa3HbIE
naposu. Torga ecyu Teb6s B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH IOJIy4YaT AOCTYI TOJIBKO K
OZJTHOMY MecCTy, a He BO BCe cpaay.

AJIeKTPOHHbBIE IEHbI'U

ONIeKTPOHHBIE JIEHBI'H — 3TO OYEeHb y/IOOHBIM CIOCO0 IIaTexkel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT HOJIYYUTh 3TH JEHBIH.

OIeKTPOHHBIE JIEHbI'U MOSIBUJINCh COBCEM HETABHO M MMEHHO M3-32 3TOTO BO MHOTHX
TOCyIapCTBAaxX JI0 CUX IOP HeE MPOIKUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHHPYIOT M O HHX YK€ IIPOIIMCAHO B 3aKOHE, IJie UX
paszesIIoT Ha HECKOJIPKO BU/IOB - aHOHUMHBIE U HE aHOHHUMHBIE. Pa3HHIIa B TOM, YTO
AaHOHUMHBIE - 9TO Te, B KOTOPBIX paspeliaercs IPOBOAUTH omepanuu 0Oe3
UJIeHTU(PUKAIIUY TI0JIb30BaTeIsI, a B HEAHOHHUMHBIX HJIEHTU(DUKAIIUKN I0JIH30BATEIIS
ABJIsAEeTCSA 00513aTEIbHOM.

Takske ciiezyeT pa3jandarh 2JIEKTPOHHBbIE (pUaTHBIE JeHbrH (PaBHBI TOCY/IAPCTBEHHBIM
BAJIIOTAM) U 3JIEKTPOHHBIE HepraTHBIe IeHbIY (He paBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 10 OE30ITACHON PabOTe C AJIEKTPOHHBIMU JIEHbIAMU:

1. [IpuBsKM K cueTy MOOWIbHBIN TesieOH. DTO caMbIil yAOOHBIH U OBICTPHINA CIIOCOO
BOCCTAaHOBUTH JIOCTYH K cueTy. [IpuBA3aHHbBIN TesiedOH IOMOXKET, ecyiv 3a0yzellb CBOM
TUIATEXXHBIN TapOJIb WJIA 3aU/IENTh HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Mcnonp3y# o/iHOpa3oBbie maposu. [locjie mepexoza Ha YCUJIEHHYIO aBTOPHU3AIIHIO
Tebe yke He Oy/IeT yrpoKaTh OMMAaCHOCTDb KPaXkKy MJIM IlepexBaTa IIaTeXKHOTO MapoJis;

3. Beibepu ciioxkHBIA maposib. IIpecTymHUKaM OyZeT He IMPOCTO YraJaTh CJIOKHBIN
naposib. HaziesxHbple maposim — 3TO MapoJiv, KOTOpble COZlep:KaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0s CTPOUHBble U MPONHUCHbIE OYKBBI, IIUGPHI U HECKOJIBKO CUMBOJIOB,
TaKMe Kak 3HaK /Ioj1apa, GyHTa, BOCKJINIATEIbHbIN 3HaK U T.11. Hampumep, StROng!;;



4. He BBOZM CBOM JIMUHBIE JTAHHBIE HA CAUTaX, KOTOPHIM HE JIOBEPSEIIIb.
AJIeKTPOHHAA MoYTa

JJIEKTPOHHASA IIOYTa — 3TO TEXHOJIOTHS U IIPEIOCTaBJIAEMbIE €10 YCIYTH 110 MEPECHLIIKE
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPbIe PACIPEEISIOTC B KOMIIBIOTEPHOM
cetd. OOBIYHO 3JIEKTPOHHBIM IIOUTOBBIN SIIUK BBIIJIAAUT CIEAYIOIMAM 00pa3oM:
UMsI_II0JIb30BaTeNA(@UMs_aoMeHa. Takyke KpoMe Mmepeladd IMPOCTOro TEKCTa, HMEETCS
BO3MOXKHOCTb IIe€pe/iaBaTh (DamIbl.

OcHOBHBIE COBETHI IT0 O€30TIaCHOMN PabOoTe C 3JIEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh mpaBUJIBHBIA IOYTOBBIN cepBuC. B MHTEpHETE eCTh OTPOMHBIN BHIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPATHh T€M, KOTO 3HAaellb U KTO
MEPBBIN B PEUTHHTE;

2. He yka3piBail B IMYHOU moute JIMUHy0 nHpopMaruo. Hanpumep, jydiiie BIOpaTh
«My3bIKaJIbHBIN__(haHAT@ » UIH «POK2013» BMeCTO «TeMal3»;

3. Mcnonp3yil ABYXSTANIHYI0 aBTOPU3AIUI0. DTO KOTZa IOMHMO HapOJIs HY?KHO BBOJUTD
KOJI, IpUChLIaeMbIH 110 SMS;

4. Bpibepu cJIOKHBIN maposb. i KaXKI0ro MOYTOBOTO SIIUKA JOJIKEH OBITh CBOH
Ha/Ie’KHBIN, yCTOUUYUBBIN K B3JIOMY I1apOJIb;

5. Eciin ecTh BO3MOXKHOCTh HalKCATh CaAMOMY CBOUM JIMYHBIM BOIIPOC, UCHOJIB3YH 3Ty
BO3MOXKHOCTD;

6. Mcrosnb3yil HECKOJIbKO IIOYTOBBIX ANMIUKOB. llepBbIM /11 4acTHOU HEpenucku C
azpecaTaMi, KOTOPBIM ThI JIOBEPSEIIb. DTO SJIEKTPOHHBIN aJipec He HaJ[0 UCII0JIb30BaTh
IIpU perucTpanum Ha GopyMax U cauTax;

7. He oTkpbIiBal (pailyibl U JIpyryue BJAOMKEHUS B MUCbMAax JlaXke €CJId OHM IPUIILIA OT
TBOUX ZIpy3e. JIydllle yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 3TH (auibl;

8. Ilocsie okoHYaHHWsI pabOTHI HA IOYTOBOM CEPBHICE TEPe], 3aKPHITUEM BKJIAJKU C
caiiToM He 3a0y/Ib Ha’KaTh Ha « BEIUTH».

Kuo6epOy/sIMHT WiIN BUPTyaJbHOE U3/1€BAaTEIbCTBO

KubepOy/UIMHT — TIpeciieloBaHHE COOOINEHUsIMHU, COAEPIKAIIUMHU OCKOpPOJIeHu s,
arpeccuio, 3amlyrdBaHUE; XYJUTAHCTBO; COIMAJIbHOE OOUKOTHPOBAaHHE C IIOMOIIBIO
Pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOPHOE ¢ KNOEPOYJUTHHTOM:

1. He Opocaiicsa B 6oii. Jlyumuii cmocob: OCOBETOBAaThCS Kak cebsl BeCTU U, €CJIU HET
TOT0, K KOMY MO>KHO 0OpPaTHUThCS, TO BHAUaJIe YCIIOKOUTHCs. Ecii ThI HAUHEITh OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHHS, TO TOJIBKO €llle 00JIBIIIE PA30KIKEITh KOH(MIIUKT;

2. YpaBJisii cBoOed KuOeppeIryTamyei;

3. AHOHUMHOCTh B CE€TH MHHUMAas. CYIIIGCTBYIOT CII0COOBI BbIACHHUTDb, KTO CTOHUT 3a
AHOHHMHBIM aKKayYHTOM;



4. He cTouT BecTH XyJIUTAaHCKUN 00pa3 BUPTYaJIbHOH KU3HU. VIHTEpHET (PUKCUPYET BCE
TBOM JIEUCTBUS U COXPAHAET UX. YIAJIUTD UX OyZleT KpaliHe 3aTPy/IHUTEIHHO;

5. Cobutio1aii CBOY BUPTYaJIbHYIO YECTh CMOJIOAY;

6. VrHopupyél equHUYHBIA HeraTwuB. OJHOpPa30Bble OCKOPOUTEJbHBIE COOOIEHUS
JIydliie uirHopupoBaTh. OOBIYHO arpeccus IpeKpaIiaeTcs Ha HAYaJIbHOU CTa/TNH;

7. ban arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMU COOOIEHUSAMH, B COITUATbHBIX
CETSX eCTh BO3MOKHOCTh OJIOKUPOBKH OTIIPABKH COODIIEHUH C OITPeIeIEHHBIX aJ[PECOB;

8. Ecim THI cBuzerenp KubepOy/utmHra. TBOWM JeCTBUSA: BBICTYIIUTh IPOTUB
TpecyeoBaTessi, IIOKa3aTh €My, UTO €ro JIEHCTBUS OIIEHHBAIOTCS HETaTUBHO,
TIO/IZTePKaTh JKEPTBY, KOTOPOU HY’KHA IICUXO0JIOTHYECKas IIOMOIIb, COOOIIUTH B3POCIBIM
0 ¢aKTe arpeCcCUBHOTO MTOBE/IEHUS B CETH.

MoOubHBIN Tes1edOoH

CoBpemenHble cMapT¢dOHBl U IUIAHIIETHI COZEpKAT B cebe BIIOJIHE B3POCJBIN
¢gyHKIIMOHAJ, W Temepb OHU MOTYT KOHKYpUPOBAaTb CO CTAllMOHAPHBIMU
KoMmIipioTepaMu. OJIHAKO, CPEACTB 3AIUTHI JJIs1 OJIOOHBIX YCTPOICTB ITOKA OUE€HDb MaJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IMPOUCXOJUT He TaK MHTEHCUBHO, KaK I
I[TK, To ke caMoe KacaeTcs U MOOMJIbHBIX PUJIOKEHUH.

CoBpeMeHHble MOOWIBbHBIE Opay3epbl yKe IIPAKTUYECKU JIOTHAIW HACTOJIbHBIE
aHaJIOTH, OJTHAKO paclIiupeHre (PyHKIIMOHAIA BJIeYeT 32 OO0 OOJIBIIYIO CJIOKHOCTh U
MEHBIIIYIO 3aITUIIEHHOCTb.

Jlasexo He Bce MPOU3BOJIUTEINH BBIILYCKAIOT OOHOBJIEHU S, 3aKPHIBAIOIIE KPUTHUYECKUE
YA3BUMOCTHU J|JIsl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI /1151 6€30I1aCHOCTH MOOUIIBHOTO TestedoHa:

1. Huuero He sB/sAETCA IO-HACTOAIIEMY OeCIIaTHBIM. By/ib OCTOpDOKEH, Beb KOTa
Tebe mpesIaraloT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUe-TO IIATHBIE
yCiIyry;

2. Jlymaiui, mpexze yem oTrnpaButh SMS, doTo uiu Bujeo. Thl TOUHO 3HAENIb, I/le OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo0/11M0 0OHOBJIATH ONlEpAIIMOHHYIO CUCTEMY TBOETo cMapTdoHa;
4. Vicnosb3yii aHTUBUPYCHBIE IPOTPAaMMBI /IJIsI MOOMJIBHBIX Tee(POHOB;

5. He 3arpy»xail mpusioKeHus1 OT HEM3BECTHOTO UCTOYHHKA, BE/Ib OHU MOTYT COZIEPIKATD
BPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

6. ITocie TOTO KaK ThI BBIMEIIH C CAlTa, I/Ie BBOAWII JIMYHYI0 WHGOpPMANNIo, 3alu B
HaCTPOWKHM Opay3sepa U yjiaiu cookies;

7. Illepuoguuecku MpoBepsi Kakue MJIaTHbIE YCIIyTH aKTUBUPOBAHbBI HA TBOEM HOMeEDE;

8. JlaBaii cBoli HOMep MOOWJIBHOTO TesjedoHa TOJBKO JIIOJISIM, KOTOPBIX Thl 3HAEIIb U
KOMY JI0Bepsellb;



9. Bluetooth mosxeH OBITH BHIKJIIOUEH, KOT/IAa ThI UM He II0JIb3yelllbcs. He 3abbiBait
WHOT/Ia IIPOBEPATH 3TO.

Online urpsr

CoBpeMeHHbIEe OHJIAMH-UTPHl - H5TO KpPAaCOUHBbIE, 3axXBaThIBAIOIINE pa3BJIeUeHUs,
00beINHAIONINE COTHH THICAY YeJIOBEK 10 BceMy MUPY. VITPOKU MCCIIEAYIOT JaHHBIN UM
MHUD, OOIIAIOTCA APYT C JIDYTOM, BBITIOJHAIOT 33J]JaHUA, CPAXKAIOTCA C MOHCTPAMHU U
IIOJIy4alOT ONBIT. 3a YZAOBOJIBCTBHE OHHU IUIATAT: IIOKYHAKT JAUCK, OIIaYUBAIOT
abOHEMEHT WU MPUOOpEeTaloT KaKUe-TO OIIIHH.

Bce atu cpezcrBa uAyT Ha IOJJEp:KaHUME W pa3BUTHE WIPBI, a TAaKXe HA caMy
0€30I1aCHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BHIITyCKAIOTCSA HOBBIE MTATYHN
(mmudpoBble 3aIIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOZ[O6HI>IX Urpax CTOHT OIlaCaTbCA HE CTOJIBKO CBOHX COIIEPHUKOB, CKOJIBKO KpPaxKH
TBOETO I1ap0JIid, Ha KOTOPOM OCHOBaHA CUCTEMA aBTOpHU3alluA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 10 0€30I1aCHOCTH TBOETO HUI'POBOTr'O aKKayHTa:

1. Eciu ipyroii urpok BezieT ce0s MJI0X0 WM co3/aeT Tebe HeNPUATHOCTH, 3a0JI0KUpYH
€r0 B CITHCKE UTPOKOB;

2. Iloxkanyiics agMUHHUCTpATOpaM WIrPbl Ha IJIOXO€ IIOBeJleHHEe 3TOTO UIPOKa,
JKeJIaTeJIbHO MMPUJIOKUTh KaKHe-TO I0Ka3aTeIbCTBa B BU/IE CKDUHOB;

3. He ykaspiBaii 1nuHy0 nHGOpMaIUIO B Ipodailie Urpsel;
4. YBaxkall IpyTux y4acTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeopunaaibHble IaTYU U MO/IbI;

6. Mcnosp3yl cj10:KHBIE U Pa3HbIe IapOJIH;

7. I[axce BO BpEMsA HIDbI HE CTOUT OTKJ/IIOUAThb aHTHUBUPYC. IToxa ThBI Uurpaeunib, TBOH
KOMIIBIOTED MOTYT 3apa3uTh.

PUINHUHT WIH Kpaxa IMIYHbIX JaHHbIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOMHS YK€ HHUKOrO HE YAUBHIIb, HO C
pa3BUTHEM UHTEPHET-TEXHOJIOTUIN 3JI0YMBIIJIEHHUKU [epeMeCTUWINCh B UHTEDHET, U
MIPO/IOJI?KAIOT 3aHUMAThCA «JIIOOMMBIM» JIEJIOM.

Tak mosiBHIacCh HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WJIU (DUIIIMHT, TJIaBHASA I€JTb
KOTOPOTO COCTOUT B TIOJyY€HWH KOHQUAEHIIMAJIbHBIX JaHHBIX II0JIb30BAaTEIEd —
JIOTUHOB U napoJieii. Ha anriuiickom si3bike phishing ynraercs kak ¢umwuHr (ot fishing
— pbIOHas J10BJIsA, password — 1apoJib).

OCHOBHBI€E COBETHI 110 OOpPHOE ¢ PUIITHHTOM

1. CJ'Ie,Z[I/I 3a CBOHMM AaKKAyHTOM. Ecau ThI IIOJO3peBacillb, 4YTO TBOA dAHKETA ObLIa
B3JIOMaHa, TO HeO6XOHI/IMO 336)IOKI/IpOBaTI) ee u COO6IIII/ITI) AIMHUHHUCTPpATOpPaM pecypca
00 5TOM KaK MOKHO CKOpeEe;

2. Hcmonp3yih Oe3omacHble BeO-CalThl, B TOM UYHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;



3. Hcnonp3yii ciiokHBIE M pa3Hble maposu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JIOYMBINJIEHHUKY TIOJIy4YaT JIOCTYI TOJIBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Eciu Tebs B3JIOMaJiu, TO HeO6XOI[I/IMO IpeaynpeanuTb BCE€X CBONX 3HAKOMbBIX, KOTOPbIE
Z[O6aBJ'IeHbI y TeOs B APYy3bAX, O TOM, 4TO TeOsI B3JI0MAaJIN 1, BOSMOXHO, OT TBO€ETO
HMEHHU 6y,HeT PacCblyIaTbCA CIIaM U CCbIVIKH HaA (I)I/IIIII/IHI’OBI)Ie CafITbI;

5. YcraHoBH HaJiexkHbIH 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOYM cOXpaHEeHHe mapoJisi B Opaysepe;

7. He oTkpbIBail aiiyibl U JIpyrue BJIOXKEHUS B MHChbMaX Jla’kKe €CJIM OHU MPHUIIUIN OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJISIN JIU OHU Tebe 5T (haiiIbl.

HudposBasa pernmyranusa

[MudpoBad pemnyraius - 3T0 HeTaTUBHAsA WIN IO3UTUBHAA UHQOPMAIUs B CETU O Tele.
Komnpomerupyiomasa uHpopManus pa3MelleHHasd B UHTEPHETE MOKET Cepbe3HbIM
00pa3oM OTpa3UThCSA Ha TBOEH peayibHOU Ku3HU. «I[mdpoBas pemyranus» - 3TO TBOU
UMUK, KOTOPBIX (popmMupyeTcs u3 nHGopManuu o Tede B HHTEPHETE.

TBoe MecCTO IKUTEJIbCTBa, Yy4ueObl, TBOe (UHAHCOBOE IIOJIOKEHNE, OCOOEHHOCTU
XapakTepa U paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIJIUBAETCS B CETH.

MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K ITyOJTUKAIIMH JIMYHON NH(GOPMAIIUHY B
VHTepHeTe, HE TOHUMAsI BO3MOKHBIX MTOCJIE/ICTBUM. ThI Ja’ke HE CMOXKEIIb JIOTaIaThCs
0 ToM, uTO ororpadusi, pa3MelleHHas 5 JIeT Ha3ajl, CTajla IPUUYUHON OTKa3a MPUHATH
Tebs1 Ha paboTy.

KommenTapuu, pasmelneHue TBoux ¢Qortorpaduii U Apyrue AeUCTBUSA MOTYT He
HCUE3HYTh JlasKe MOCJIe TOro, KaK Thl UX YAIHUIIb. Thl HE 3HAEIllb, KTO COXPAHUJ 3Ty
vHdopManuio, momajga JU OHA B IOUCKOBbIE CHUCTEMBI M COXpAaHWIACh JIM OHA, a
[JIABHOE: UTO MOAYMAIOT O Tebe OKpYy:Kalolllee JIIOIH, KOTOPble HAUAYT M YBUAAT 3TO.
HatitTi napOpManuo MHOTO JIET CIICTsS CMOXKET JIF0O0H - KaK U3 J0OPBIX MTOOYKIEHUH,
TaK ¥ C HAMepEeHUEeM MPUUNHUTH BpPe. ITO MOKET OBITh KTO YTOHO.

OcCHOBHBIE COBETHI 110 3aIIUTE ITU(PPOBON penyTaluu:

1. ITogymaii, mpesk/ie 4eM 4YTO-TO IIyOJIMKOBATh W IlepejiaBaTh y cebs B OJiore wid B
COIIAJILHOMU CETH;

2. B Hacrpolikax npoduss ycTaHOBU OrPaHUYEHUA Ha IPOCMOTP TBOero Npoduss u ero
COJIEP>KUMOTO, C/IeJIal ero TOJIBKO «JJIs JIpy3eii»;

3. He pasmemaii u He yka3piBail ”HGOPMAIIHNIO, KOTOPAs MOKET KOr0-JIH00 OCKOPOJIATH
WJIN OOMIKaTh.

ABTOpCKOE IpaBo

CoBpeMeHHbIE IIKOJbHUKH- AKTUBHBIE II0JIL30BaTENN IU(GPOBOTO IPOCTPAHCTBA.
OnHaKo Jajieko He Bce 3HAOT, YTO MOJIb30BaHNE MHOTUMH BO3MOKHOCTAMH IHU(PPOBOTO
Mupa TpebyeT cobIoieHNA TPaB Ha NHTEJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMI/IH «UHTEJVIEKTya/IbHasA COOCTBEHHOCTb» OTHOCHUTCH K pPas3/INYHbIM TBOPEHUAM
YE/JIOBEYECKOI0 yMa, HaYMHadAd C HOBBIX H306peTeHHﬁ 1 3HAKOB, 0603HaanOH_II/IX



COOCTBEHHOCTh HA IPOJIYKTHl U YCJIYTH , U 3aKaHYUBasg KHUTaMH, (otorpadusiMmu,
KUHOGWIBMaMH U My3bIKaJIbHBIMH ITPOU3BEIEHUSIMHU.

ABTOpCKUE IIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha IIPOU3BEEeHUA
HayKU, JIUTEPATypPhl U HMCKycCTBa. ABTOPCKHE IIpaBa BHICTYNAIOT B KauecTBe rapaHTHU
TOTO, YTO UHTEJJIEKTYaIbHBIM/ TBOPUECKHUH TPY/ aBTOpa He Oy/IeT HAalPACHBIM, AACT eMY
CIIpaBe/IUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPyZAa, IOJIyYHTHb
HU3BECTHOCTH U IpusdHaHue. HUkTo 6e3 pa3perieHns aBTOpa HE MOKET BOCIIPOU3BOAUTD
ero IpousBefieHNe, PpacIpOCTPAHATh, IIyOJIUYHO JIEMOHCTPUPOBATh, IIPOJIABaTh,
UMIIOPTUPOBATh, IyCKAaTh B IIPOKAT, ITyOJIMYHO HCIIOJHATH, ITOKAa3bIBATh/UCIIOJHATD B
adupe win pa3MmeiaTts B UHTepHeTe.

Vcnosib30BaHUe «IMHPATCKOTO» IPOTPAMMHOr0 obOecleueHus1 MOKeT MPHUBECTH K
MHOTHUM PHCKaM: OT IIOTEPH JAHHBIX K TBOUM aKKayHTaM /10 OJIOKUPOBKHU TBOETO
YCTPOMCTBA, I7le YCTAaHOBJIEHHBIN He JierajibHasA nporpamma. He cTouT Takke 3a0bIBaTh,
YTO CYIIIECTBYET JIeTAIbHbBIE U OeCIIaTHBIE IPOTPAaMMBbI, KOTOPbIE MOKHO HAWTH B CETU.

O nmopraJje

CeTeBUYOK.p - TBOU TIJIABHBIM COBETUYMK B CeTH. 37eCh Thl MOXKENIb Y3HAaThb O
0€30IIaCHOCTH B CETU IOHATHBIM U JIOCTYIHBIM S3BIKOM, a IPU BO3HUKHOBEHUH
KPUTHUYECKON CHUTyallud OOpaTUTBhCS 3a COBETOM. A TakKe MPUHATH YYacTHE B
KOHKYpCax U CTaTh CaMbIM IU(POBBIM IPAKAAHUHOM!



http://сетевичок.рф/

